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Staffing Trends in 2022
This is the fifth in SIA’s series of annual Staffing Trends reports. The aim of this report is to
highlight significant market trends that are likely to make 2022 different from prior years
rather than list regular mega-trends such as automation and demographic changes that will
be important features of the labor market for some time to come.
Having said that, sadly the dominant market trend of 2020 and 2021, COVID-19 is, likely to
continue to be the dominant trend of 2022 albeit in a rather less aggressive and damaging
form and, hopefully, fading as we enter Q2 2022.

This report takes a high-level look
at the key trends impacting the
global staffing industry in 2022.
Senior staffing executives can use
this information to better
understand the broad trends likely
to impact their business.

Aside from COVID-19, our 2021 Staffing Trends report, published on 15 January 2021, was
prescient enough to highlight diversity & inclusion, reskilling, the growth of platform
models and direct sourcing as top strategic concerns – each of which proved to absorb a
fair amount of staffing executive attention last year. There are seven trends we are
highlighting in 2022:
•
•
•
•
•
•
•

COVID-19 Mk III
The Great Resignation
Rate Rises
Mediterranean Renaissance
M&A Pick-up
Increase in Cyber-Attacks
Artificial Intelligence Controversy

One positive outcome of any market disruption is that firms are prompted to sharpen up.
Compared to the pre-pandemic year of 2019, the staffing industry in 2022 is more resilient,
more automated, more efficient, more empathetic and, thankfully, facing more demand.
This should be a good year.
As per our previous Staffing Trends reports, we also include a SWOT analysis highlighting
the strengths, weaknesses, opportunities and threats the staffing industry currently faces
(see page 20).
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COVID-19 Mk III
The world has been living with COVID-19 for two years. As we enter
the third incarnation of the global pandemic, the nature of the crisis is
changing and creating new labor market challenges.
The emergence of the virulant Omicron variant at the end of 2021 has
created a new wave of infections and a reversal in the relaxation of
government-mandated health restrictions in many countries.
Thankfully, the successful vaccine rollout across developed economies
has mitigated the full impact of Omicron though its infectiousness is
currently putting a considerable strain on healthcare provision
worldwide and lifting case numbers to record highs.
While so-called herd immunity is strengthening population resilience,
the emergence of new variants during 2022 is quite likely given the
normal evolution of viral epidemics suggesting that regular vaccine
boosters will be a requirement for the foreseeable future.
Over the past year, Brazil and the US have overtaken Belgium, Italy and
the UK in terms of COVID-19 deaths per 100,000 people while a
number of countries that did relatively well at the start of the
pandemic have struggled to control the disease in more recent
months, notably South Africa, France and Germany.
Two key features of the COVID-19 Mk IIII envrionment in 2022 for
employers and staffing firms will be vaccine management and the
creation of vaccinated talent pools.
Vaccines
When we drafted this report last year, vaccine rollouts had only just
begun. Twelve months later and 9.85 billion doses have been
administered across 184 countries with many countries making
significant progress with booster doses as well. Admittedly, there
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Countries ranked by COVID-19 Deaths per 100,000 population
Country

*Confirmed
Cases

*Deaths *Deaths per
100,000

Brazil
United States
Belgium
Italy
UK
Spain
France
South Africa
Sweden
Switzerland
Germany
Netherlands
Ireland
Canada
Denmark
India
Finland
Norway
Japan
Australia
China

23,425,392
68,569,950
2,575,313
9,219,391
15,610,069
8,676,916
14,289,873
3,564,576
1,700,336
1,801,522
8,361,262
3,761,489
1,122,428
2,845,993
1,253,200
38,218,773
371,135
554,778
1,975,761
2,022,581
118,370

622,125
857,768
28,726
142,205
153,378
91,437
128,641
93,571
15,625
12,544
116,321
21,674
6,087
31,982
3,553
487,693
1,724
1,412
18,458
2,890
4,849

294.78
261.32
250.14
235.84
229.49
194.23
191.83
159.79
151.91
146.29
139.92
125.05
123.18
85.08
61.06
35.69
31.23
26.40
14.62
11.39
0.35

**Vaccination
Doses per 100

165.0
158.2
204.5
205.4
204.1
186.8
204.9
48.8
179.3
173.8
192.9
186.9
204.4
198.1
232.6
118.6
189.4
196.9
161.0
183.1
208.7

Source: *John Hopkins Coronavirus Resource Center and
** Bloomberg Vaccination Tracker, January 21, 2021
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is a wide difference in the rate of vaccination in wealthier countries compared to poorer countries and some populations have proven more
intransigent in accepting vaccine efficacy than others.
Doses per 100 people in most of Western Europe now exceeds 200 while the US rate is 158.2. Vaccination doses in India are 118.6 per 100 people
while South Africa languishes at 48.8 per 100.
In the US, the so called Biden mandate requiring all employers with more than 100 workers be vaccinated or permit unvaccinated employees to
provide weekly negative coronavirus tests and wear face coverings to work on-site was quashed by the Supreme Court in January 2022. At the same
time, the Supreme Court agreed that the requirement for workers at healthcare facilities participating in Medicare and Medicaid programs be fully
vaccinated could take effect.
Many countries already have vaccine mandates in place within certain occupation sectors such as healthcare, i.e. Australia, France, Greece, New
Zealand and from April 1, 2022 the UK (though the British government is facing pressure to delay implementation).
All public sector workers are reqired to be vaccinated in a number of countries including Egypt, Fiji, Hungary and Ukraine. The Canadian government
announced, in October 2021, that it would place unvaccinated federal employees on unpaid leave and require all its lawmakers to be fully vaccinated.
At the furthest extreme, vaccinations are compulsory for all citizens in Indonesia, Miconesia, Turkmenistan and, from February 2022, Austria.
Singapore, meanwhile, has opted for an alternative approach to encourage vaccination and, since December 8, will no longer pay the COVID19
medical bills for people “unvaccinated by choice”.
Regardless of how government policies evolve during 2022, many private employers have proactively implemented their own vaccination policies. A
survey of over 500 US companies conducted in November 2021 by Willis Towers Watson found that more than half (57%) of all respondents either
require or plan to require COVID-19 vaccinations - including 18% that currently require vaccinations. In some instances, employers are requiring all
employees be vaccinated while some require certain types of employees be vaccinated (i.e. frontline workers) and others require employees in
certain locations be vaccinated.
The 2022 labor market has therefore been saddled with a confusing array of new legislation and new administrative burdens for staffing
intermediaries to deal with.
Vaccinated Talent Pools
Providing vaccinated workers to employers is not straightforward but demand for is escalating. Aside from establishing proof of vaccination, other
complications arise in dealing with permissable exemptions and securely tracking valid COVID-19 tests of unvaccinated workers.
In the US, the requirement to prove vaccination status is controversial with 16 Republican-leaning states banning vaccine passports via legislation or
governors’ executive orders. Another six states, while they have not banned the use of vaccine passports have made no effort to make them
available while three other states are still making up their minds.
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Those countries with national healthcare systems have established national vaccine passport apps making it relatively straightforward to ascertain
whether someone has been vaccinated or not. In the US, the Biden administration has declined to get behind a national vaccine passport app leaving
employers reliant on a multiplicity of different apps by state.
Not surprisingly, technology firms operating in the Workforce Solutions Ecosystem have been stepping up to provide solutions to help their clients
cope with these new and evolving requirements such as Health Cards and Vaccine Management Software. Given the fast-evolving nature of the
COVID-19 crisis and responses from governments and organizations, new vaccine management products are being launched frequently and this will
be an interesting space to watch during 2022.
For further information on vaccine management including a list of software providerds and a Vaccine Process Checklist for staffing firms, see SIA’s
research report Vaccine Management Solutions.
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The Great Resignation
Long-predicted demographic changes have begun to more noticeably impact skills shortages as we have emerged from the global pandemic. What
has not been predicted, however, is the surprising increase in quit rates which has come to be known as the ‘Great Resignation’. In the US alone,
over 4.3 million people left their jobs in August 2021 (2.9% of the workforce) according to the Department of Labor, the highest number on record.
Anthony Klotz, associate professor of management at Mays Business School at Texas A&M University who coined the term ‘Great Resignation’, said
“The causes of the Great Resignation are sort of multi-faceted, and manifest themselves in different ways”. But, clearly, the pandemic prompted
many workers to re-evaluate their priorities. Some were encouraged to become stay-at-home parents, some start their own business, while others
decided to put more effort into pursuing their dream careers. However, many left simply because they were unhappy in their role and/or dissatisfied
with their salary.
A 2021 survey of 30,000 workers by Microsoft found that 41% of workers were considering quitting or changing professions. US Job openings and
quit rates have been on a clear upwards trajectory since April 2020 while hiring rates have stagnated following the recovery spike in May 2020.
US Job Opening Rates

US Quit Rates

US Hires Rates
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Source: SIA January 2022 US Jobs Report (Bureau of Labor Statistics)
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Interestingly, in the US, the largest increase in resignation rates was seen among mid-career employees aged between 30 and 45. Resignation rates
have also been higher among employees working in fields that experienced extreme increases in demand due to the pandemic, most notably the
healthcare industry, and also sectors with lots of new opportunities such as IT. Food service and hospitality sectors have also been hit as exfurloughed workers look for work in more stable industries less likely to be disrupted by further healthcare crises.
To some extent, the Great Resignation represents workers widening their horizons and grabbing new opportunities though it also represents workers
retiring from the workforce altogether.
Employees have certainly been encouraged to widen their horizons by extremely buoyant job markets. At the same time, with more relaxed attitudes
towards remote working, people have found more opportunities made available to them. The number of job roles that may have been unacceptable
because of location or commute are notably fewer.
The big question is whether current resignation rates are here for the long term or are a short-term phenomenon. What we can be sure of is that
employers are having to make serious investments in their workers’ wages, employee satisfaction and work-life balance. The skills shortages that
resulted from the bubonic plague in the 14th Century led to the end of serfdom in Western Europe. While the impact of COVID-19 might pale in
comparison to the Black Death, perhaps it might herald an era where we see improvements in employer empathy and employee care.
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Rate Rises
There are a four key reasons why the provision of temporary staff in 2022 is going to be costlier than in 2021: higher rates of inflation; supply/demand
issues; the cost of meeting Covid-19 employment requirements; and increases in tax, social charges and minimum wage. While staffing firms will be
challenged to pass on price increases to their clients, the severity of the skills crisis is putting price levers firmly in the hands of those with access to
valuable talent.
Inflation
Inflation Forecast (Total Annual growth rate 2020–2023)
Annual inflationary price increases in most countries for the previous decade
have been kept below 2%. The average inflation rate for the 38 countries of
Country/Region
2020
2021
2022
2023
the OECD from 2010 to 2019 was 1.90% and, as we entered the new decade,
Australia
0.89%
2.65%
2.66%
2.13%
it had fallen to 1.35%. Therefore, the jump to a rate of 3.63% in 2021 and a
forecast rate 4.39% in 2022 marks a significant shift. The last time inflation
Canada
0.74%
3.28%
3.25%
2.10%
was higher than 4% was in 1998.
China
2.49%
0.76%
1.73%
2.43%
Average inflation in OECD countries during the 1990’s was 6.19%. It fell to
France
0.52%
2.07%
2.30%
1.44%
2.61% in the 2000’s and reduced again to 1.35% in the 2010’s. And rates in
the Euro area and the US have generally been lower compared to those
Germany
0.37%
3.06%
2.84%
2.20%
across the wider OECD.
India
6.17%
6.37%
4.78%
4.24%
Inflation has been fuelled by the stress put on global supply chains and the fall
Italy
-0.15%
1.77%
2.24%
1.58%
in labor supply and buoyed by the unprecedent government bailouts that
occurred during the peak of the pandemic.
Japan
-0.01%
-0.18%
0.77%
0.77%
Of the major staffing markets, those facing the highest inflation rates in 2022
Netherlands
1.11%
2.39%
3.06%
1.73%
are the US and India (both at 4.78%) followed by the UK at 4.39% where
Brexit is a contributory factor.
Spain
-0.34%
2.87%
3.18%
1.47%
Higher inflation rates will put most economists, governments and consumers
United Kingdom
0.88%
2.40%
4.39%
2.43%
on alert but, for Japan, which has suffered with ‘stagflation’ since the 1990’s
United States
1.25%
4.60%
4.78%
2.54%
and deflation in both 2020 and 2021, the prospect of positive inflation is a
rather pleasing novelty.
Euro area
0.25%
2.41%
2.68%
1.79%
Global inflation rates should settle from 2024 onwards though inflation is not
OECD
1.35%
3.63%
4.39%
3.10%
forecast to drop to the modest levels experienced during the first 20 years of
the current Millenium. Long-term predictions differ but most agencies expect
Source: OECD Economic Outlook
US inflation to remain above 2% through to 2030.
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Supply v demand
The emergence from Covid-19 has prompted a sharp reversal in the job supply/job demand ratio. The speed with which skills shortages have
developed coming out of an economic crisis has surprised many. Expectations that labor shortages would get resolved once government subsidies for
workers were removed turned out to be inaccurate. 2021 was the year of the so-called ‘Great Resignation’ (see page 7) when workers quit their jobs
at historic rates.
At the same time, talent supply in developed economies is coming under increasing pressure due to a long-term demographic crisis caused by an
ageing workforce suggesting that tighter labor markets are not a temporary abberation. Add to the mix the turmoil caused by the increase in
workforce automation and we have a perfect recipe for supply imbalances.
One group of intermediaries with a very clear picture of the cost of
recruitment are programmatic job advertising firms (see our research
report Introducing Programmatic Job Advertising). The automated bidding
strategy used to repost job ads across multiple locations provides insight
across millions of transactions into the real cost of attracting candidtates.
In May 2021, Appcast, the global market leader in programmatic
advertising, predicted that cost per applicant (CPA) rates may increase by
as much as 10%-30% - and this was before the true scale of the global skills
shortage was properly appreciated. This directly impacts the cost of
advertising jobs online (through job boards, job aggregators and social
media platforms) as well as the cost of hiring through other intermediaries
who rely on these services such as staffing firms.
Covid costs
While staffing firms have cut their overall costs to cope with the global pandemic (average SG&A among the three largest staffing firms globally
reduced by 6% between 2019 and 2020), COVID-19 has placed a new and complex administrative burden on them. Vaccine mandates vary per country
and remain the subject of much political controversy. While the US Supreme Court recently ruled against OSHA’s emergency temporary standard,
many other countries have government mandates in place including a number that require all citizens, not just workers, to be vaccinated (see page 5).
While the US government has failed to impose a vaccine mandate, employers still have the legal right to implement their own COVID-19 policies,
including vaccination requirements as long as they provide religious and medical exemptions. And many have already done so.
Staffing firms have been left with a patchwork of requirements to deal which differs per jurisdiction and per company. Creating a vaccinated talent
pool, dealing with exemptions and proctoring a valid testing regime requires investment in both processes and technology, and this is a cost that
staffing firms are unlikely to want to absorb themselves.
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Increases in tax, social contributions and minimum wages
The final driver of rate rises are future increases in taxes and social charges. The trend in recent years has been for goverments to try to reduce taxes,
however, the unprecedented cost of dealing with the global pandemic resulted in a global debt pile of $226 trillion in 2020, the highest one-year surge
(+28%) since the Second World War. Global debt currently stands at 256% of global GDP.
The debt needs repaying and increased taxation is inevitable in many jurisdictions especially where overall tax revenues have fallen (COVID-19 meant
that EU taxes and social contributions fell by 3.9% in 2020). Governments may opt to try and recoup this money in ways that do not add to
employment costs or the cost of sourcing through intermediaries but corporation tax, sales tax, employment tax and social charges are obvious levers
they may choose to pull. One such increase already announced is in the UK where employees, employers and the self-employed will all pay 1.25p more
per pound in National Insurance contribution from April 2022.
In addition to tax rises, given higher rates of inflation, minimum wage levels will come under increasing pressure and are likely to rise in most countries
during 2022. On January 1, 2022, the minimum wage increased in an unprecedented 21 US states and 35 cities and counties, surpassing $15 per hour
in 33 of those jurisdictions, according to analysis released this month by the National Employment Law Project (NELP).
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Mediterranean Renaissance
The European staffing market is dominated by the large UK, German, French
and Dutch markets which comprise 66% of the total market. While Northern
Europe dominates in terms of scale, better historical market growth has been
found further south.
The growth of the Italian and Spanish markets indexed against other European
staffing markets from 2013 has been striking (see chart to right). While the UK
and German markets have attracted a lot of interest from staffing firms looking
at international expansion over the past few years, they have been among the
slower growing markets over this period, marginally ahead of France
Italy (+22%) and Spain (+20%) were the two fastest growing European staffing
markets in 2021. SIA forecasts that growth will cool down slightly in 2021 and
other countries with poorer performances last year are now benefiting from
weaker comparisons but, nevertheless, Italy and Spain are still at the front of
the pack with annual growth forecasts of +15% and +14% respectively.
Both markets are relatively immature and benefiting from structural growth
trends despite generally weak economic conditions and a stronger COVID-19
impact compared to other parts of Europe.
Randstad’s CEO, Jacques van den Broeck, described Italy as “the gift that keeps
on giving” in Randstad’s Q3 2021 results announcement. Randstad saw their
Q2 2021 revenue in Italy increase 64% year on year and an increase of 15%
over 2019 figures.
Both Italian and Spanish staffing markets have positive long-term growth
prospects, however, one negative development is the plan by the Spanish
government to tighten regulations in order to curtail the provision of
temporary agency workers likely to be approved early in 2022. Companies will
have three months to adapt to the new framework which will limit the
permitted reasons to enter into a temporary or fixed-term contract and reduce
the maximum duration of such contracts.
SIA’s Global Staffing Market Estimates & Forecasts provides further insights.
Confidential Report – NOT for Distribution | ©Crain Communications Inc. All rights reserved.

European staffing market growth 2013 to 2022 (Forecast)
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M&A Pick-up
Following a dip in 2020, annual mergers and acquisitions in staffing and other workforce solutions hit a new high in 2021 with 352 transactions
recorded on SIA’s Staffing and Workforce Solutions Mergers & Acquisitions Database.
There is no reason to believe that activity will let up in 2022 as staffing firms seek safety in diversification and exploit growth opportunities in new
segments. COVID-19 has turned the attractiveness of some staffing segments on their head. While some sectors have been decimated by the
pandemic (catering/hospitality), others have prospered (healthcare). While many of the weaker-performing sectors will recover, their relative
fragility is not likely to go unnoticed.
Not surprisingly, the staffing segment attracting the most activity last year was healthcare, followed by IT. However, one standout feature of the
M&A landscape is the amount of investment by staffing firms in non-staffing activity. In fact, during 2021, more than half (54%) of acquisitions were
in non-staffing related segments, the most notable of which is talent acquisition technology. That staffing firms are looking to invest in technology,
including platform-related business models, should come as no surprise at all and is likely to remain an investment focus during 2022.
The US has been, by far, the country recording the most acquisitions followed by the UK and the Netherlands. Given the relative size of its staffing
market, the eight acquisitions that took place in Sweden during 2021 are particularly noteworthy.

M&A Transactions by
Country 2021
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Increase in Cyber-Attacks
Look out for more cyber-attacks in 2022. Cybercrime was already accelerating rapidly and evolving in most parts of the world before the COVID-19
pandemic, however, in their November 2021 report, Cybercrime in a Pandemic World McAfee Enterprise and FireEye suggested that, during the
pandemic, 81% of global organizations experienced increased cyber threats with 79% experiencing downtime due to a cyber incident during a peak
season.
While security software specialist McAfee might be accused of having a business interest in suggesting that threat levels are increasing, as early as
August 2020 INTERPOL had warned that, with organizations and businesses rapidly deploying remote systems and networks to support staff working
from home, criminals are taking advantage of increased security vulnerabilities to steal data and cause disruption. In one four-month period (January
to April 2020) some 907,000 spam messages, 737 incidents related to malware and 48,000 malicious URLs – all related to COVID-19 – were detected
by one of INTERPOL’s private sector partners.
The staffing industry and other workforce solutions intermediaries are not immune from such attacks. In fact, staffing firms are prime targets for
cyber criminals given the amount of sensitive candidate data they maintain (addresses, bank account details, passport scans and visa details, etc). An
industry where digitally stored personal information is made accessible across a remote network including via mobile devices makes staffing firms
obvious victims for the unscrupulous.
COVID-19 has led to the need for staffing firms to facilitate remote work and VPN/Cloud solutions have been heavily leveraged over the past two
years to allow recruiters and other personnel to work from home. These are not new technologies and there are good security tools inherent in the
Cloud, however, those staffing firms that have more recently migrated to the Cloud and less familiar with it may be vulnerable.
While many attacks may not be publicly disclosed, those that have featured in SIA’s Daily News in recent months include the following:
In December 2020, Randstad reported that cyber attackers called the Egregor group unlawfully accessed its system and have published what it
claims is a subset of data in particular, from the US, Poland, Italy and France. Randstad said in a statement. “Unfortunately, Randstad is not alone
in this situation as cyber criminals have become increasingly sophisticated and aggressive in recent months, resulting in many organizations
suffering such attacks”.
Also in December 2020, some 607 Japanese entities, including staffing firm Recruit Holdings Co., were targeted by cyberattackers exploiting
technological vulnerabilities due to increased levels of remote work amid the pandemic. Recruit claimed there was no damage and updates to the
system were put in place.
In October 2021 it was reported that the personal details of approximately 40,000 job applicants in Singapore had been leaked online, following a
cyber attack on Protemps Employment Services. The details include scans of their identity cards or passports, their phone numbers, salaries, jobs
and home addresses. The hackers, known as the Desorden Group, said they were behind the attack and shared a video on hacking forums showing
the stolen files and databases, with a message to Protemps, saying they had stolen all the files from the server and had wiped it clean.
Confidential Report – NOT for Distribution | ©Crain Communications Inc. All rights reserved.
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At the time of writing, Brookson, a UK umbrella firm (contractor payrolling) was dealing with a cyber-attack and had enlisted the services of a
dedicated digital forensic provider to validate their network infrastructure before re-enabling their services. And Bookson are not the only
umbrella firm to be targeted. Last year, Giant Pay admitted they suffered from a security breach, and earlier in January, Parasol, a UK-based
umbrella company, also released a statement confirming they had been attacked.
Cybercrime comes in many different guises. Cisco define the most common types of cyber attacks as follows:
•

Malware - a term used to describe malicious software, including spyware, ransomware, viruses, and worms. Malware breaches a network
through a vulnerability, typically when a user clicks a dangerous link or email attachment that then installs risky software. The deployment of
data harvesting malware such as Remote Access Trojan, info stealers, spyware and banking Trojans by cybercriminals is on the rise allowing
threat actors infiltrate systems and compromise networks, steal data, divert money and build botnets. Ransomware attacks from criminal
gangs are at the forefront of the growth in cyber crime.

•

Phishing - the practice of sending fraudulent communications that appear to come from a reputable source, usually through email. The goal is
to steal sensitive data like credit card and login information or to install malware on the victim’s machine. Phishing is an increasingly common
cyberthreat.

•

Man-in-the-middle (MitM) attacks - also known as eavesdropping attacks, occur when attackers insert themselves into a two-party
transaction. Once the attackers interrupt the traffic, they can filter and steal data.

•

Denial-of-service attack - floods systems, servers, or networks with traffic to exhaust resources and bandwidth. As a result, the system is
unable to fulfill legitimate requests. Attackers can also use multiple compromised devices to launch this attack - known as a distributed-denialof-service (DDoS) attack.

•

Structured Query Language (SQL) injection - occurs when an attacker inserts malicious code into a server that uses SQL and forces the server to
reveal information it normally would not. An attacker could carry out SQL injection simply by submitting malicious code into a vulnerable
website search box.

•

Zero-day exploit - hits after a network vulnerability is announced but before a patch or solution is implemented. Attackers target the disclosed
vulnerability during this window of time.

•

DNS tunneling - uses the DNS protocol to communicate non-DNS traffic over port 53. It sends HTTP and other protocol traffic over DNS. There
are various, legitimate reasons to use DNS tunneling. However, there are also malicious reasons to use DNS Tunneling VPN services. They can
be used to disguise outbound traffic as DNS, concealing data that is typically shared through an internet connection. For malicious use, DNS
requests are manipulated to exfiltrate data from a compromised system to the attacker’s infrastructure. It can also be used for command and
control callbacks from the attacker’s infrastructure to a compromised system.
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Staffing firms are increasingly reliant on the competence of their IT personnel. Having a cybersecurity policy in place supporting a robust network with
appropriate password controls is an essential first step. This needs to be backed up with rigorous staff training and the use of contemporary operating
systems and software. Over-reliance on legacy software without proper security updates leaves staffing firms particularly vulnerable. While larger
staffing agencies may have more resources to throw at the problem, higher profile brands with larger databases also make much more attractive
targets. Smaller agencies can protect themselves by being tenacious in governing their IT environment and doing the more mundane, everyday things
well.
One important area of concern is the threat from insiders – disgruntled employers and leavers (especially those moving to another agency or starting
their own business). Protecting your data from such malicious behavior requires good (and well-observed) control policies and access management
protocols especially in relation to on-/off-boarding vulnerabilities in an industry with high staff turnover. Data Loss Prevention (DLP) technology can
also help to provide visibility into data usage and movement across an organization, underpinning the enforcement of your security policies.
The damage to your firm through a failure in data security is wider than the immediate business interruption and loss of revenue. An incident may
cause longer-term reputational issues and, where failures are found to contravene data protection legislation (such as GDPR). Fines for failure to
comply with GDPR can be as much as 4% of a company's annual global revenues or €20 million, whichever is the bigger amount.
Not surprisingly, the growth in cyber-crime has also led to the growth of cyber insurance alongside an increase in the cost of cyber insurance
premiums. Cyber insurance can cover the cost of investigating a cyber-crime, recovering data lost in a security breach and the restoration of computer
systems, loss of income incurred by a business shutdown, reputation management, extortion payments demanded by hackers, and third-party
notification costs.
It’s never been more important to ensure your business is protected.
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Artificial Intelligence Controversy
Increased deployment of AI in HR-related contexts is inevitable but, with it comes increased risk. So the
trend highlighted here isn’t that we’ll be seeing more use of AI, it’s that we’ll see more AI going wrong.
Despite all the noise relating to AI and machine learning, its impact at the moment is actually relatively
modest. We’re at the very early stage of AI adoption and the technology is still in its infancy. And just like
human infants, AI can be brilliant one moment and remarably inept the next. The danger is that an
immature technology designed to improve processes such as eliminating bias in recruitment may
inadvertently end up doing exactly the opposite.
The most publicised failure of AI in recruitment occurred in October 2018 when Amazon abandoned its
AI-augmented recruiting program. The company had created an engine that automated resume
assessment and identified talent. However, after 12 months, Amazon, realized the program was failing to
identify qualified applicants in a gender-neutral manner. The algorithm had downgraded resumes that
mentioned attendance at women's colleges or included the word "women's" in other contexts such as
"women's soccer". The fault occurred because AI trainers had fed the algorithm data from the company's
existing population of software engineers, which was mostly male. Unsurprisingly, therefore, the program
captured what it thought was Amazon's preferred demographic at the expense of, mostly, female,
candidates.
Another AI casualty was video-screening platform HireVue. The company was using AI to assess cognitive
ability, psychological traits, emotional intelligence and social aptitudes of job candidates during interview.
The Electronic Privacy Information Center (EPIC) filed a complaint in 2019 with the Federal Trade
Commission, citing a HireVue executive who had said that 10% to 30% of a candidate’s score was based
on facial expressions. Following the complaint and heated criticism that derided the concept as
‘pseudoscience’, HireVue announced in January 2021 that it had ended the practice despite the fact that
an independent algorithmic risk analysis had found the company’s assessments “work as advertised with
regard to fairness and bias issues”. HireVue continues to analyze biometric data from job applicants
including speech, intonation, and behavior.
Despite some negative outcomes, many employers have continued to invest in technologies to source,
assess and hire that are heavily reliant on AI. At the same time. private equity firms have been liberally
showering cash on AI-enabled recruitment start-ups. With HR departments and recruiters mostly in the
dark about how the technology actually works, companies might have some nasty surprises in store.
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Three key uses of AI in
Recruitment
1. Algorithms used to target
job adverts to certain
groups, or to ensure
application forms and CVs
are automatically scraped
for key information based
on historic data to look
for likely candidates.
2. Algorithms used to
undertake background
checks and to ensure that
a potential applicant’s
social media data is
analyzed.
3. Chatbots run by AI
systems conduct
interviews and algorithms
score performance within
interviews including by
analyzing biometric data
like appearance,
presentation, and voice.
For further information, see
SIA’s research report AI in
Talent Acquisition
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Given the complexity of this technology and the ease that unmanaged machine learning could learn bad, or even illegal, behaviors, it is encumbent to
be wary and remember that employers have a moral imperative to ensure technology is used ethically. And it’s not just gender bias that we need to be
concerned about. Programs that give preference to zip codes because candidates are closer to the workplace could impact ethnic groups that live in
non-favored zip codes while algorithms that monitor employee attendance could be biased against those with disabilities or may require ongoing
medical care. The pitfalls are numerous.
AI-enabled products are built on closely-guarded proprietary algorithms and, up to now, have not been the subject of much regulatory oversight. In
March 2021, a report from the Trades Union Congress (TUC) and employment rights lawyers suggested that employment law is failing to keep pace
with the rapid expansion of AI at work. The report warns that unless urgent new legal protections are put in place, workers will become increasingly
vulnerable and powerless to challenge “inhuman” forms of AI performance management. The TUC called on tech companies, employers and the
government to support legal reforms for the ethical use of AI at work. According to the report, these reforms should include a legal right for workers
to review decisions made by AI systems, and the right to "switch off" from work. Furthermore, it suggests there is a legal duty on employers to
consult trade unions on the use of “high risk” and intrusive forms of AI in the workplace.
Regardless of lobbying by the TUC, during 2021, legislators were already starting to pay much closer attention to the risks posed by AI. Regulation is
now generally considered necessary to both encourage AI and manage the associated risks. For employers, these developments will likely escalate
both the risk and cost of an AI failure.
•

In March 2021, the UK published its 10-year National AI Strategy which describes actions to assess long term AI risks. The UK’s Information
Commissioner’s Office maintains guidance on how to conduct impact assessments on its website.

•

In April 2021 it was announced that the European Commission is proposing the first ever legal framework on Artificial Intelligence, which
addresses the risks of AI and aims to develop an ecosystem of trust around AI. The full proposal is available here though legal firm, Obsorne
Clarke, expects the draft provisions will likely be subject to extensive lobbying as they make their way through the legislative process and does
not expect this to become law before 2023, probably with a further 18 to 24 months before it is fully in force.

•

In October 2021, China published ethical guidelines for the use of AI. Titled “New Generation Artificial Intelligence Ethics Specifications,” the
document outlines six basic ethical guidelines for implementing and using AI and specifically points out that humans should have full decisionmaking power. Other main points include the promotion of fairness, justice, harmony and security when using AI systems. This includes
avoiding issues such as prejudice, discrimination, privacy breaches and information leakages.

•

In October 2021, the US Equal Employment Opportunity Commission announced an initiative to study how technology is changing the way
employment decisions are made. The initiative aims to help applicants, employees, employers and tech vendors ensure these technologies
are used in a fair manner consistent with equal employment opportunity laws. Actions are also being taken at a State level:
– In March 2021, Virginia’s Consumer Data Protection Act included a requirement to assess certain types of high-risk algorithms.
– In November 2021, it was announced that New York City would require AI tools used in hiring to undergo a bias audit.
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Eventually, all sorts of laws might come in to play here from anti-discrimination legislation through to
data protection regulation like GDPR and the very hefty fines that can result from mistakes in
processing personal data.
Not all initiatives are coming from government sources. In December 2021, it was announced that a
number of the world’s large employers were adopting criteria to mitigate data and algorithmic bias in
human resources and workforce decisions, including recruiting, compensation and employee
development. The companies are members of the Data & Trust Alliance, an organization focused on
responsible data and AI practices. The Alliance’s first initiative is a whitepaper called “Algorithmic
Safety: Mitigating Bias in Workforce Decisions,” which is designed to help companies evaluate
technology vendors based on their ability to detect, mitigate and monitor algorithmic bias. The
Alliance’s algorithmic bias safeguards include 55 questions in 13 categories that can be adapted by
companies to evaluate vendors on criteria including training data and model design; bias testing
methods; bias remediation; transparency and accountability; and AI ethics and diversity
commitments. Companies adopting the safeguards include American Express, CVS Health, Deloitte,
Diveplane, General Motors, Humana, IBM, Mastercard, Meta, Nielsen, Nike, Under Armour and
Walmart.
The potential for negative outcomes should not distract from the fact that, when used properly, AI can also be hugely beneficial in helping to
positively eliminate bias. If technology might be potentially fallible, we know for certain that humans are and their historic biases have contributed
towards the numerous inequalities that permeate the modern workforce. However, as automation continues to grow across talent acquisition
technology, the chances of another algorithm scandal increases and, perhaps one that has serious legal ramifications.
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Staffing Industry SWOT Analysis
A SWOT analysis on the entire global staffing industry has its limitations given the trends that might impact a small light industrial staffing firm in the
US are not going to be the same as those affecting a large IT staffing firm in Germany, for instance. Nevertheless, there are some general issues which,
we believe most staffing firms should take into account. For a more detailed overview of this analysis see our report ‘Staffing Trends in 2018’.
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About Staffing Industry Analysts
Founded in 1989, Staffing Industry Analysts is the global advisor on staffing and workforce solutions. Our proprietary research covers all
categories of employed and non-employed work including temporary staffing, independent contracting and other types of contingent labor.
SIA’s independent and objective analysis provides insights into the services and suppliers operating in the workforce solutions ecosystem
including staffing firms, managed service providers, recruitment process outsourcers, payrolling/compliance firms and talent acquisition
technology specialists such as vendor management systems, online staffing platforms, crowdsourcing and online work services. We also
provide training and accreditation with our unique Certified Contingent Workforce Professional (CCWP) program.
Known for our award-winning content, data, support tools, publications, executive conferences and events, we help both suppliers and buyers
of workforce solutions make better-informed decisions that improve business results and minimize risk. As a division of the international
business media company, Crain Communications Inc., SIA is headquartered in Mountain View, California, with offices in London, England.
For more information: www.staffingindustry.com
Global coverage across the workforce solutions ecosystem, follow us

@SIAResearch and connect via
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